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(1) Backup & Recovery HDD Eksternal

Mounting HDD External / Flashdisk External
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Step Mounting: check the path > do mounting > verify the mounting 

Step Backup: create folder backup > backup database > synchronize file backup (DB and file_prod)



Mounting HDD External / Flashdisk External

1. Check the path of the inserted storage device
# fdisk –l           …. (find disk and list them)
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(1) Backup & Recovery HDD Eksternal

Cont..



Mounting HDD External / Flashdisk External

1. Check the path of the inserted storage device
# fdisk –l           …. (find disk and list them)

Floppy disks: The floppy disks are 
recognized as the “fd” keyword, and if 
one floppy disk is detected, then it would 
be “fd1”; for a second, it would be “fd2” 
and so on for other floppy disks, “fd3”,… 
“fdn”.

Hard disks: Like the floppy disks, the hard 
disks are represented by “sda”, “sdb”, and 
so on. “sda” is used to represent the first 
hard disk detected, “sdb” for the second 
hard disk, and the sequence continues.
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(1) Backup & Recovery HDD Eksternal
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Mounting HDD External / Flashdisk External

1. Check the path of the inserted 
storage device

# sudo parted -l  …. (list parted storage)
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(1) Backup & Recovery HDD Eksternal



2. Mounting HDD External / Flashdisk External
mount –t ntfs /dev/sda..    /mnt/backup
mount –t ext4 /dev/sda..     /mnt/backup
mount /dev/sda…     /mnt/backup
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(1) Backup & Recovery HDD Eksternal

unmount /dev/sda…     /mnt/backup



3. Verify the Mounting HDD External / Flashdisk External
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# lsbk

(1) Backup & Recovery HDD Eksternal

lists 
information 
about 
all or the 
specified 
block 
devices.



4. Create folder to save file backup
# mkdir /home/backup
# mkdir /mnt/backup/file_prod
# mkdir /mnt/backup/database
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(1) Backup & Recovery HDD Eksternal



5. Backup database command
# su postgres –c ‘pg_dump -F c -v -f '/home/backup/epns_prod_`data ‘+%d-%m-%Y’`.backup epns_prod’
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(1) Backup & Recovery HDD Eksternal

Cont..



5. Automatic Backup database

Create bash shell and save with extension .sh
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And do the -> crontab -e
0 2 0  * * [backup_command]

(1) Backup & Recovery HDD Eksternal



6. Synchronize file backup (DB and file_prod) from server to HDD external

And do the -> crontab -e
0 2 * * *  rsync –ruavvhzc /home/file_prod/* /mnt/backup/file_prod
0 3 * * *  rsync –ruavvhzc /home/backup/* /mnt/backup/database/
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(1) Backup & Recovery HDD Eksternal



(2) Backup & Recovery Server via SSH

Via SSH 

192.168.1.1/24
(Server Production)
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192.168.1.2/24
(Server Backup)



(2) Backup & Recovery Server via SSH

Via SSH 

Setup SSH without password.

First, we need to install: 

# ssh-keygen
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(2) Backup & Recovery Server via SSH

Via SSH 

Generate the SSH copy ID:

ssh-copy-id root@ip add

Command backup db dan file upload otomatis menggunakan crontab
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(2) Backup & Recovery Server via SSH

Via SSH 

Generate the SSH copy ID:

ssh-copy-id root@[ip add server]
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(2) Backup & Recovery Server via SSH

Via SSH 

Rsync the database backup from Server Production to Server Backup via SSH
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#/bin/bash

###### Dump Database #######
su postgres -c "pg_dump -vFc -f /backupdb/epns_prod_`date +%d%m%Y`.backup 
epns_prod" > /dev/null 2>&1

###### Delete 30 days(3 months) old file dump #############
find /backupdb -maxdepth 1 -type f -name \*.backup.gz -mtime +30 -exec rm '{}' + 

###### compress and sent to backup server db ######## 
gzip /backupdb/*.backup

rsync -ruvvzcah /backupdb/*.backup.gz user@ipserverbackup:/backupdb/

Production Backup



(2) Backup & Recovery Server via SSH

Via SSH 

Rsync the data from Server Production to Server Backup via SSH
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#!/bin/bash

##Rsync Data File##
rsync -ruvvzcah --rsh 'ssh -p23722' /home/file/* root@ipserverbackup:/home/file/file_prod

##Rsync Data Aplikasi##
rsync -ruvvzcah --rsh 'ssh -p23722' /home/appserv/* root@ipserverbackup:/home/appserv/

##Rsync Data Log##
rsync -ruvvzcah --rsh 'ssh -p23722' /var/log/* root@ipserverbackup:/home/backuplog/

Production Backup



Backup & Recovery Server via NFS

Via NFS

Network File Sharing (NFS) is a protocol that allows you to share directories and 
files with other Linux clients over a network. As like as Samba on Windows.
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Backup (Server)



Backup & Recovery Server via NFS

Via NFS

1. Install Network File Sharing (NFS) on SERVER BACKUP
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# sudo apt update

# sudo apt install nfs-kernel-server

2. Create an NFS Export Directory

# sudo mkdir -p /mnt/nfs_share

# sudo chown -R nobody:nogroup /mnt/nfs_share/

# sudo chmod 777 /mnt/nfs_share/

Backup (Server)



Backup & Recovery Server via NFS

Via NFS

3. Grant NFS Share Access to Client Systems
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# sudo vim /etc/exports

# /mnt/nfs_share 192.168.43.0/24(rw,sync,no_subtree_check)

Explanation about the options used in the above command.

rw: Stands for Read/Write.
sync: Requires changes to be written to the disk before they are applied.
No_subtree_check: Eliminates subtree checking.

Backup (Server)



Backup & Recovery Server via NFS

Via NFS

4. Export the NFS Share Directory
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# sudo exportfs -a

# sudo systemctl restart nfs-kernel-server

5. Allow NFS Access through the Firewall  

# sudo ufw allow from 192.168.43.0/24 to any port nfs

# sudo ufw enable
# sudo ufw status

Backup (Server)



Backup & Recovery Server via NFS

Via NFS

1.  Install the NFS-Common Package
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Production (Client)

# sudo apt install nfs-common

2.  Create an NFS Mount Point on Client

# sudo mkdir -p /mnt/nfs_clientshare

3.  Mount NFS Server on Client System

# sudo mount 192.168.43.234:/mnt/nfs_share /mnt/nfs_clientshare



Backup & Recovery Server via NFS

Via NFS

4. Testing the NFS Share on Client System
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Production (Client)

# cd /mnt/nfs_share/
# touch file1.txt file2.txt file3.txt

# ls -l /mnt/nfs_clientshare/

Command backup db dan file upload otomatis menggunakan crontab



Backup & Recovery Server via NFS

Via NFS

Create server
#apt-get install nfs-common portmap nfs-kernel-server
Config /etc/exports

-- command share yang dibuat. 
contoh : /home/ IP_CLIENT (rw, no_root_squash)

#exportfs –a
#/etc/init.d/nfs-common restart

Create client 
#apt-get install nfs-common

Mounting 
Config /etc/fstab
#mount –t nfs IP_SERVER_NFS:/home /mnt

Command backup db dan file upload otomatis menggunakan crontab
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Backup Database

File Backup database pada server Production minimal 1 minggu, sedangkan pada 
media Backup (server, storage, harddisk eksternal, NFS) minimal 2 bulan

Script remove file backup database : 
(remove otomatis file backup database 7 hari kebelakang, pada server production)
find (lokasi backup database) -maxdepth 1 -type f -name \*.backup.gz -mtime +7 -
exec rm '{}’ +

(remove otomatis file backup database 60 hari kebelakang, pada media backup)
find (lokasi backup database) -maxdepth 1 -type f -name \*.backup.gz -mtime +60 -
exec rm '{}’ +

Kompresi file backup database 
gzip (lokasi backup database)/*.backup 
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Restore Database from Backup File

Create database
# su postgres
$ createdb –O epns namadb

Ekstrak file gzip
# gunzip (lokasi backup db)/epns_prod_`date +%d%m%Y`.backup.gz

Restore Database
# su postgres
$ pg_restore -Fc (lokasi backup db)/epns_prod_`date +%d%m%Y`.backup -d 
namadb
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Backup Log

Backup log pada server Production minimal  2 bulan, sedangkan pada media Backup 
(server, storage, harddisk eksternal, NFS) minimal 4 bulan

Log pada server yang dilakukan backup, diantaranya : 
- Log database
- Log web server
- Log Aplikasi SPSE
- Log System 
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Backup Log
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Crontab info



Backup Log
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Crontab info

https://crontab.guru/

https://crontab.guru/
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